UNIX AUDIT 

--------------------------------------------------------------------------------

This audit will focus on UNIX security and the protection of the servers and the user environment.  In addition, the audit team will perform a limited dial penetration test (up to 5000 phone numbers) and a remote Internet penetration test.  The audit is divided into three phases.  Phase 1 involves the completion of the UNIX checklists.  These can be completed by the client concurrent to running the Canaudit audit scripts.  In Phase 1 the audit team will also assess the administrative controls.  Phase 2, the technical verification part of the audit, involves running and reviewing a UNIX script on each machine to be audited.  Both of these phases are performed concurrently.  Phase 3, the penetration test will consist of a remote Internet penetration test performed prior to the arrival of the audit team and a dial penetration test performed during the audit timeframe.  The audit plan is listed below.

Phase 1 – Administrative Audit Procedures  

1.      Review and assess the system administration procedures (separation of responsibilities and organizational structure) including:  

·        Server administration

·        Client administration

·        Peripheral management

·        User administration

·        Management of log ID’s

·        Password administration and management

·        User privileges

·        Backup procedures

·        Problem reporting and administration

·        Maintenance and repair  

2.      Review and assess the server environment  

·        Physical security

·        Connectivity issues

·        Interconnected network issues

·        Network access

·        Trust relationships (rhost, host.equiv etc.)

·        Privileges

·        File protections and data access

·       Resource management

·        Review of resource management procedures

·        Review of system logs and critical parameter files  

·        Business continuity planning

·        Data management

·        Data security

·        Server logical security

·        Administration

·        Authentication

·        Authorization

·        Penetration detection techniques

·        Violation investigation and monitoring

·        Virus protection

·        Server physical security  

3.      Review and assess the client environment  

·        Operating environment

·        Data requirements

·        Security requirements

·        Physical security

·        Software licensing  

Phase 2 – Audit Software  

1.      Load and run the Canaudit scripts (see appendix A) on the servers in a coordinated manner  

2.      Review the security reports and analyze the results for  

·        Password and Group security

·        External network connections

·        Use of the Trusted Computing Base

·        Internal connections

·        Devices, sockets, pipes

·        System defaults

·        Signs of hacker penetration  

3.      Run password crackers and other hacker tools to test for potential points of penetration  

4.      Review system directories and permissions  

5.      Review file system structure including complete inode analysis  

6.      Review the system and directories for signs of penetration and compile data  following rules of evidence (if the client wishes to prosecute any detected hackers)  

7.      Review UNIX communications security  

8.      Move the software  to  another machine  to  identify  common  security  and administrative issues  

Phase 3 – Limited Penetration Testing  

1.      Perform a demon dial attack on the network  

·        Using numbers provided by the client, perform a limited dial attack (5,000 numbers) on the network to identify modems

·        Once the modems are identified, determine if they are secured

·        Exercise (penetration test) up to 50 modems identified by the dial attack to determine if they can be used to penetrate the network  

2.      Perform a limited Internet penetration test prior to the arrival of the audit team (Note:  we will not teach these techniques to the City staff as the emphasis of this audit is on UNIX security)  

Report Preparation and Exit Interview  

1.      Preparation of the audit report and exit interview  

2.      Debriefing of the audit team

  f. Network Identification:

  (1) Responsible organization.

  (2) Official network title.

  (3) System category.

  (a) Major application, or

  (b) General support system.

  (4) System operational status.

  (a) Operational,

  (b) Under development, or

  (c) Major modification.

  (5) Network inventory.

  (a) Description of the network.

  (b) Node interfaces.

  (c) Interfaces to other networks.

  (d) Identification of designated points of demarcation between networks.

  (e) Hardware components.

  1. Transmission media.

  2. Network nodes.

  3. User nodes.

  4. Hardware protection mechanisms such as PDS or encryption devices.

  5. Gateways, bridges, filters, repeaters, etc.

  6. Identification of components of network nodes involved in.

  a. Operation

  b. Administration

  c. Control.

  7. Identification of the system security plans.

  (f) Software components.

  1. Protocols used.

  2. Network monitor software.

  3. Analysis software.

  4. Security databases.

  5. Applications software.

  (6) Network configuration. This paragraph provides a network configuration description.

  (7) Network purpose. This paragraph describes the purpose of the network and the advantages provided by networking.

  (8) Physical location.

  (a) Include the full name and address of all facilities interconnected by the network.

  (b) Identify all areas in which the installation will take place; including building designations, floors, and room numbers. Where appropriate (e.g. for EMSEC considerations) a building schematic may be required. Identify the types of areas (exclusion, security, controlled, open) traversed by the network.

 Protection Requirements:

  a. Applicable Guidance.

  b. Personnel Security.

  (1) Describe the controls used to ensure that personnel accessing the network have proper clearance and need to know for the resources they may access via the network.

  (2) Outline the various components of a network which a user may have access to while performing their normal duties.

  c. Physical Security.

  (1) Physical Protection Measures:

  (a) Describe the physical security measures utilized to protect the general area(s) in which the network is installed and restrict access to the various components of the network including the transmission media.

  (b) Describe the physical protection employed for storage media associated with network control nodes. Do not include media covered by the individual system security plans unless the node is also used to control, administer, or operate the network.

  (2) Protection against civil disorder. Highlight physical security protection available to limit interference by civil disorders.

  d. Telecommunication Security:

  (1) Transmission security. Describe the methods used to meet the transmission security requirement. Also, describe the type of transmission used, since digital compared to analog transmission will increase intercept difficulty because the perpetrator must determine the transmission rate and digital coding scheme used by carrier or user equipment

 Hardware and Software Security.

  (1) User access Control Describe the procedures used to uniquely identify and authenticate both users and nodes. Describe how the log in information is protected during transmission on the network and on the individual nodes processing or storing that information. Describe how requests for connections are authorized. Describe the methods used to authorize/verify the usage of network services. Include descriptions of those controls to be provided by the network and those to be provided by the nodes.

  (2) Need-to-know protection. Describe the method used to provide need-to-know protection.

  (3) Discretionary/mandatory access controls. Describe the security aspects inherent to the protocol(s) used, including information such as how data are labeled during transmission and how connections are initiated, controlled, and terminated. Describe the error recovery/processing techniques used by the protocol and why information cannot be misrouted as a result of transmission errors. Describe how discretionary/mandatory access controls are fulfilled. Identify the network components that are labeled. Identify the classification level of all interconnected subnetworks. Describe the features provided by any security filters (if applicable). Include descriptions of those controls to be provided by the network and those to be provided by the nodes.

  (4) Audit and monitoring function. Describe the methods and hardware/software components used to support the audit requirements. Include information about what data are to be gathered, how the data are to be obtained, how the audit information is protected from unauthorized access, and types of analyses to be performed on the audit information. Describe mechanisms in place to monitor the network including usage statistics, performance, and node identification. Include descriptions of those controls to be provided by the network and those to be provided by the nodes.

 Business/Impact

Assesses the relative significance, in terms of potential loss, of all aspects and areas of a system. The results from this can be used in determination of which areas are in most need of attention. 

If required, this module can also be used to automatically determine which other question modules to build into a detailed questionnaire. 

Logical Access

All aspects of logical access to and within the computer system are covered:

· user identification and authentication (system access)

· batch submission

· function control 

· resource access control

· sensitive data consideration, etc

System Audit

Investigates all areas of auditing, including what records and logs are produced, what audit procedures and practices are employed, what follow-up procedures are adopted, etc. 

Security Administration

Security administration practices are ascertained for resource access, system access and security system control.

Contingency

Contingency and recovery are considered in great depth. All aspects are covered, including:

· back-up practice and policy

· the contents of the recovery plan

· the status of the recovery plan

· the recovery location

· general contingency practice, procedure and policy

· network contingency

· application contingency.

System Design

Security considerations relating to application/system design is covered by this module.

Development

The development module embraces all security considerations pertinent to application/system development, including documentation, auditing requirements and project control.

Change Control

Covers change control procedures and practice, both scheduled and emergency.

Security Management And Policy

This module will establish general security status, embracing general and detailed policy, awareness and security management.

Physical Access

All aspects of physical access are examined, including:

· access and damage at a building level 

· access to sensitive areas within the building 

· protection of individual assets

· procedures to control personnel and others internal to the building/site. 

Hardware

Practise, procedure and risk with respect to hardware and hardware maintenance is analysed.

Operations

Close examination of operations procedures and practices is undertaken.

Personnel 

Personnel policy is covered, with respect to such matters as recruitment, dependency and supervision.

Hazards

All major hazards are considered, including: 

· fire

· flooding/water-damage 

· power 

· environmental systems 

· general issues. 

Networks

Network security is analysed in depth. Some of the issues examined are:

· use of dial-in

· encryption

· monitoring and audit 

· maintenance

· physical controls 

· general practice
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EDP General Controls Review Audit Program

General

1. Where applicable, review prior year external audit report findings and  recommendations of data processing activities and determine whether appropriate corrective action has been taken. Document the action taken for each recommendation and determine whether any prior year's comments should be carried forward to the current year's comments. 

2. Where applicable, review the findings and recommendations of internal audit reports of data processing activities. Determine whether any of the findings and recommendations noted in the internal audit report were considered significant and whether the issues were satisfactorily resolved. 

3. Where applicable, review the findings and recommendations of regulatory agency reports resulting from the review of the Company's data processing activities.

4. Document the computer platforms used by the Company and the applications processed on each computer platform. Information for computer platforms should include:

* Equipment model

* Manufacturer's name

* Quantity

Information for software applications should include:

* Name of the application

* Vendor name

Current version number

IT Organization 

1. Obtain the current organization chart for the data processing organization and evaluate the organization to determine that key functions (i.e., systems programming, application programming, computer operations) within the data processing department are appropriately segregated.

2. Through discussion with data processing personnel, evaluate the proper segregation of critical processing functions.

3. Determine whether there is an effective IT steering committee or an equivalent committee within the organization. 

4. Determine how often the committee meets and obtain the latest minutes of the committee and review them for appropriateness. 

Data Center (Environment and Physical Access)

Note:  The physical environment should be reviewed in the context of the size of the operations and the type of computer equipment used by the client. Also, consideration should be given to the area in which the data center is located and whether the location presents risks such as tornadoes, lighting, and floods.

1. Evaluate the location of the data center in the building that houses it. Ensure that no combustible materials are stored on the floors above or below the data center. If combustible materials are stored above, evaluate the fire suppression system, i.e. sprinkler system will result in water damage to floors below.

2. Tour the data center. Document what measures have been taken to control physical access to the areas such as the data center, computer room and telecommunications room.

* Identify all doors into the data center and ensure that each adequately restricts access.

* Make sure all visitors are required to sign-in when entering the data center. This provides a record of visitors to the data center.

3. Determine whether surveillance cameras, security guards or electronic card keys are used to restrict data center access. 

4. Determine whether the following computer environmental controls have been installed:

* Fire suppression equipment (e.g., halon system or dry line water suppression and extinguishers)

* Uninterruptable power supply (UPS)

* Emergency Power System (EPS) (e.g., generators)

* Temperature and humidity controllers (ensure a backup A/C Unit exists)

* Emergency power cut-off switches

* Smoke and water detectors

* Emergency lighting

Determine if the above are regularly tested and that maintenance contracts exist. 

5. If applicable, determine how the computer system is cooled. If water cooled, via inquiry, ensure that a backup chiller exists to cool the water.

6. Determine if maintenance is regularly performed on the system equipment to ensure equipment is operating at its expected level of performance.

7. Determine the location of the system consoles used to operate the system. Ensure they are all located within the confines of the data center.

Data Security (Logical Access and Administration)

1. Determine whether a data security policy exists and is communicated to individuals in the organization. Obtain a copy of the policy to review and evaluate it. Consider whether the policy addresses data ownership, confidentiality of information, and use of passwords. 

2. Determine how system resources (i.e., batch, on-line transactions, datasets, and sensitive utilities) are protected on the mainframe, minicomputer and microcomputer. Identify all applications that provide their own security mechanisms. Ensure the following capabilities have been implemented:

* Unique user ids are assigned to all users.

* Unattended terminals are automatically logged off after 30 minutes of inactivity.

* Users are forced to change passwords at least every 90 days.

* Old passwords  cannot be reused.

* Passwords are properly masked on the system.

3. Document the procedures to request and delete access to the system.  Ensure proper authorization is obtained prior to granting user access to the system resources. Evaluate the procedures established to remove user ids or  passwords from the system when an employee leaves.

4. Select 5 users defined to the system's security package and ensure that system access has been properly authorized.

5. Select 5 sensitive datasets and ensure that appropriate access has been established.

6. Identify those users that have been granted privileged authorities on the security package. Document the procedures for monitoring the activity of the privileged user ids.

7. Determine if security related events and/or security violations are logged by the security package and reviewed by the data security administrator.

Systems Development and Application Maintenance

1. Obtain an understanding of the systems development and program change process.

2. Determine if the organization has implemented a methodology for the development of new application systems. Determine if this methodology is applied to the installation of a purchased system.

3. Document the aspects of the Systems Development Life Cycle performed by the data center personnel. Consider the following:

* User participation and sign-off

* Acceptance Testing

* Proper review and approval at the completion of key stages in the development process and documentation requirements

4. Select 2 systems in the development life cycle process and review the development documentation to determine compliance to the SDLC methodology used by the organization.

5. Document the application program change process. Review the procedures to ensure the following critical functions are performed:

* Documenting the program change request

* User approval of the change request

* Users periodically assigns priority to outstanding change requests

* User accepts the change via sign-off, prior to implementation of the change into production

* The change is implemented into the production environment by personnel not responsible for making the changes (adequate segregation of duties)  

6. Select 5 recently completed  program changes and review the change documentation for compliance to the organization application program change procedures.

7. Determine if a test environment exists on the processing system to develop, make changes and test application systems prior to their implementation of the change into the production environment.

8. Review the application program change turnover procedures performed by the independent group responsible for implementation of the application changes into the production environment.

9. Document the organization's emergency program change procedures. Consider whether emergency changes are migrated through segregated libraries to enable review and approval of the change by management.

10. Select 5 emergency program changes to determine compliance to the organization's established procedures.

11. Document the organization's procedures for making rate changes (i.e., tax rates) to the application program.

12. Determine if programming standards have been developed. Consider  whether the standards include naming conventions and use of structured code.   

13. Determine if a software package (i.e., CA-Librarian) has been installed on the processing system that provides security over production libraries containing source programs, JCL, and other files. 

Computer Operations (Job Scheduling)

1. Determine through inquiry the process for scheduling production batch processing. Ensure users authorized all changes to the production schedule. Select 5 changes and review them for compliance to the scheduling procedures.

2. If an automatic scheduler has not been installed on the system, determine how production processing is controlled. 

3. Determine how the computer operator ensures that production processing properly completes.

4. Determine how production processing output is distributed to the users. Ensure sensitive data is properly controlled.

Backup/Recovery

1. Review the client's system backup and recovery procedures. Document the procedures to ensure that system and incremental backups are performed on a regular basis. Document the frequency of the backups and determine through inquiry and review of documentation whether all files and programs are being backed up properly. Ensure on-line transaction journals are backed up to provide recovery on transactions that updated the databases.  

2. Document the procedures to ensure that backup copies of system, programs and data files are rotated to a secure offsite storage location on a scheduled basis. Consider whether an inventory of the backup copies is taken periodically.

3. Determine if a tape management system (TMS) has been installed on the processing system that provides an inventory of tapes by location. Observe that the tapes that are maintained offsite have been properly segregated on the TMS.

Contingency Planning/Disaster Recovery

1. Determine if a written business resumption plan has been developed. Through discussions with management and review of the business resumption plan, determine whether the plan is up-to-date and includes the key components of a business resumption plan.

2. Document whether the business resumption plan has been tested and how often the tests are performed. If the plan has been tested, inquire as to the scope of the tests performed and obtain the results of the last test.

3. Determine if Management of Information Technology (IT) Division has developed a plan for the recovery of data processing resources. Determine if the plan includes recovery of data processing at a hot-site. If so, obtain the contract between the client and the hot-site provider.

4.  Evaluate the disaster recovery plan for the IT division. Ensure that  application recovery is based on risk (Those applications critical to the organization  are recovered first).

5. Evaluate the hot-site contract to ensure that adequate equipment will be provided by the hot-site vendor to recover the organization's data processing resources. Ensure that the telecommunications to the hot-site has been considered.

6. Determine if a recovery test of data processing operations has been performed at the hot-site. Obtain the results from the test and evaluate them to ensure test objects were completed.

Telecommunications

1. Determine whether telecommunications provide a reliable and secure environment. Consider dial-back devices, redundant systems, and alternate procedures for the continuation of telecommunication operations.

2. Determine if EDI (Electronic Data Interchange) is utilized. If so, evaluate security and authenticity of interchange.

